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SUMMARY

Fourth-year Cybersecurity student at the University of Jordan (B.Sc., expected Feb 2027) targeting SOC Analyst and Incident Response roles.
Hands-on experience building a Splunk-based SOC, developing SPL correlation rules, and conducting malware analysis. Skilled in digital
forensics (FTK Imager), network traffic analysis, vulnerability assessment, and precise technical documentation.

EDUCATION

University of Jordan — Amman, Jordan
B.Sc. in Cybersecurity | Expected Feb 2027 | Academic Standing: Good
Languages: Arabic (Native), English (Good, improving)

TECHNICAL SKILLS

e SIEM & Security Monitoring: Splunk Enterprise (SPL correlation rules, dashboards, lookup tables), log analysis, threat intelligence
integration

¢ Incident Response & Threat Detection: Incident response planning and playbook development, malware analysis (IDA Pro), digital
forensics (FTK Imager, Autopsy), threat hunting, network traffic capture and analysis (Wireshark), attack simulation, vulnerability and risk
assessment

¢ Tools & Platforms: Splunk, IDA Pro, FTK Imager, Autopsy, Wireshark, Linux

o Soft Skills: Analytical thinking, structured report writing, team collaboration, clear communication of technical findings, time management
under pressure, adaptability

EXPERIENCE & TRAINING

Practical Training — JODBE
e Completed 40 hours of hands-on technical training.

CERTIFICATIONS

e AWS Academy Graduate — Cloud Foundations (20 hours), Apr 2026

e AWS Academy Graduate — Cloud Security Foundations (20 hours), Apr 2026

e Cyber Warriors Competition Training (25 hours) National Cyber Security Center (NCSC), Mar 2023
e Cyber Shield Completed 40 hours of hands-on technical training

PROJECTS

Graduation Project: Safe Share (Zero-Knowledge, Al-Powered Secure Platform)

* Project Scope & Academic Rigor Designing a secure file-sharing application with end-to-end encryption, real-time chat, user activity
tracking, and usage analytics to safeguard data confidentiality across shared files under the academic supervision of Dr. Azzam Sleit.

e Full-Stack & Security Architecture: Architected the complete system utilizing React for dynamic front-end interfaces, and Java Spring Boot
with PostgreSQL for a robust backend, heavily integrated with JWT authentication and strict Information Security standards.

e Zero-Knowledge Privacy Model: Engineered a strict zero-knowledge security model, ensuring that system administrators have absolutely
no visibility or access to raw user data, protecting privacy at the architectural level.

e E2EE & Al Integration: Implemented robust End-to-End Encryption (E2EE) protocols for peer-to-peer file sharing, and successfully
integrated Gemini Pro to enhance platform capabilities while strictly preserving the isolated security perimeter.

¢ Vulnerability & Infrastructure Management: Deployed the secure infrastructure on AWS, actively debugging complex technical issues and
patching vulnerabilities to guarantee high availability and system stability.

Threat Eye — Threat Intelligence-Driven SOC Detection System (Splunk)
¢ Engineered a full SOC detection pipeline in Splunk, ingesting and indexing 957,674+ network-flow events from the UNSW-NB15 dataset
across nine attack categories.
¢ Trained a Random Forest classifier (Python, scikit-learn) on 6f loC features for Al-based threat correlation, integrated via the Splunk REST
API, and tuned correlation thresholds and lookup tables to reduce false positives.
e Built a live packet-capture pipeline (Python) streaming UNSW-NB15-schema flow records into Splunk for real-time detection, and
documented formal incident reports (DoS, reconnaissance/port scan) with severity, source IP, triggered rule, and remediation.

Information Security Strategy - Medcare Horizon Hospital

¢ Assessed the security posture of a simulated 350-bed hospital’s EHR, HMIS, and IoT medical device environment, identifying critical gaps
including unencrypted patient records, absent role-based access control, unsegmented IoT networks, and the lack of a formal incident
response plan.

¢ Designed a five-goal enterprise security strategy covering RBAC/IAM rollout, a phishing awareness program with monthly simulated
attacks, loT network segmentation with firmware patch management, formation of a cross-functional incident response team with
documented playbooks, and AES-256 encryption of EHR data at rest and in transit.

¢ Conducted an ISO/IEC 27001 gap assessment across five control clauses, flagging Access Control and Cryptography as priority remediation
areas, and built a phased roadmap with measurable KPIs (e.g., 2-hour incident containment target, sub-5% phishing simulation failure
rate).

Nashmi Agent — Al Agent Specialized in Cybersecurity (Python, Streamlit)
¢ Developed an Al application: an agent dedicated exclusively to cybersecurity, with secure sign-in and encrypted per-user data storage.
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